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Chapter 3: Transport Layer

Chapter goals: Chapter Overview:

r understand principles r transport layer services
behind transport layer | muyltiplexing/demultiplexing
services: . )

tiolexi itiol r connectionless transport: UDP
" :2‘; tiplexing/demultiplex principles of reliable data
m reliable data transfer transfel.’ .
n flow control r connection-oriented transport:
TCP

m congestion control

r instantiation and
implementation in the
Internet

m reliable transfer

m Fflow control

m connection management
r principles of congestion control
r  TCP congestion control

3: Transport Layer 3a1l

Transport services and protocols

r provide logical communication
between app’processes
running on different hosts - Lotk

. physical \

r transport protocols run in
end systems

r transport vs network layer
services:

r network layer: data transfer
between end systems

r transport layer: data
transfer between processes

m relies on, enhances, network
layer services

network
data link
physical

3: Transport Layer 3a2
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Transport-layer protocols

Internet transport services: ficat
et transport ser
r reliable, in-order unicast
. k
delivery (TCP ot
y ( ) e pall-lt)/?si?al \

m congestion

m Flow control

m connection setup = | tork
r unreliable (“best-effort”), prysical

unordered unicast or

multicast delivery: UDP
r services not available:

m real-time

m bandwidth guarantees

m reliable multicast

3: Transport Layer 3a3

Multiplexing/demultiplexing

Recall: segment - unit of data
exchanged between
transport layer entities

m aka TPDU: transport
protocol data unit

Demultiplexing: delivering
received segments to
correct app layer processes

receiver
application-layer
data —
segment P1 i P
heade
”_-M &
rx appneation apglication
segment [ M| tfansport t; :‘,Svl;t;;t

[Hn[segment | "Hetwork

3: Transport Layer 3a4
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Multiplexing/demultiplexing

Multiplexing:
gathering data from multiple
app processes, enveloping
data with header (later used
for demultiplexing)

multiplexing/demultiplexing:
r based on sender, receiver
port numbers, IP addresses
m source, dest port #s in
each segment
m recall: well-known port
numbers for specific
applications

4+— 32 bits ——»

source port #’ dest port #

other header fields

application
data
(message)

TCP/UDP segment format

3: Transport Layer 3a5

Multiplexing/demultiplexing: examples

source port: X

B, g
“—source port:23 |-

dest. port: X

host A [dest.port:23 | server B

Web client
host C

[ ]
Source IP: C Source IP: C

port use: simple telnet app

Web client ¥
host A

Dest IP: B

Dest IP: B

source port: y

source port: X

dest. port: 80

dest. port: 80

Source IP: A

Dest IP: B

v

source port: X

dest. port: 80

»
»

port use:

v

Web
server B

Web server

3: Transport Layer 3a6
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UDP: User Datagram

Protocol [RFC 768]

“no frills,” “bare bones”
Internet transport
protocol

“best effort” service, UDP
segments may be:

r

m lost r
m delivered out of order

to app r

connectionless: r

m no handshaking between
UDP sender, receiver

m each UDP segment

Why is there a UDP?

no connection
establishment (which can
add delay)

simple: no connection state
at sender, receiver

small segment header

no congestion control: UDP
can blast away as fast as
desired

handled independently
of others

3: Transport Layer 3a7

r

UDP: more

often used for streaming
multimedia apps

m loss tolerant Length, in |Source port #| dest port #
m rate sensitive bytes of UDP [~ length checksum
segment,
other UDP uses ing,uding
(why?): header
m DNS
m SNMP Application
reliable transfer over UDP: data
add reliability at (message)
application layer

m application-specific
error recover!

+«—— 32bits ——»

UDP segment format

3: Transport Layer 3a8
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UDP checksum

Goal: detect “errors” (e.g., flipped bits) in transmitted

segment

Sender:

r treat segment contents
as sequence of 16-bit
integers

r checksum: addition (1%
complement sum) of
segment contents

r sender puts checksum

value into UDP checksum
field

Receiver:

r compute checksum of
received segment

r check if computed checksum
equals checksum field value:

m NO - error detected

m YES - no error detected.
But maybe errors
nonethless? More later ...

3: Transport Layer 3a9

Principles of Reliable data transfer

r

important in app., transport, link layers
top-10 list of important networking topics!

Senoing
= LIOCEss

(Felicbie chorme

cpplication
Ty

franspct
lawer

() provided service

rdt_send ()} |[555]

ralicle data
ransfer protocol

ldofa|Tdaliver datal)

refioble data
transfer protocal

(sending sicle) (receiving side}
udt_send ()} trae_reviy

L{ EJnre!iabie- channe i:

(b} service implermentation

characteristics of unreliable channel will determine
complexity of reliable data transfer protocol (rdt)

3: Transport Layer 3a10
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Reliable data transfer: getting started

rdt _send(): called from above, del i ver _data(): called by
(e.g., by app.). Passed data to rdt to deliver data to upper
deliver to receiver upper layer

\ rdt_send() deliver dataf()
send |eliable data reliable data receive
id transfer protocol transfer protocaol id
SIA€  lsending side) [receiving side) sige
udt_send ()} [pactel]  [Backel] Irt:lt_rtvlf
T—uﬂunrelicble channel ]J
udt _send() : called by rdt, rdt _rcv(): called when packet
to transfer packet over arrives on rcv-side of channel
unreliable channel to receiver

3: Transport Layer 3a11

Reliable data transfer: getting started

Well:

r incrementally develop sender, receiver sides of
reliable data transfer protocol (rdt)

r consider only unidirectional data transfer
m but control info will flow on both directions!

r use finite state machines (FSM) to specify

sender, receiver
event causing state transition

actions taken on state transition

state: when in this
“state” next state
uniquely determined
by next event

3: Transport Layer 3a12
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Rdt1.0: reliable transfer over a reliable channel

r underlying channel perfectly reliable
m no bit erros

m no loss of packets

r separate FSMs for sender, receiver:
m sender sends data into underlying channel
m receiver read data from underlying channel

£ raf_sencclata) ralt_rewvipocket)
make_pktipocket data) i entractipacket dota)
- udf_send{packet) deliver_dotoidorta)

(a) rcddtl O: sending side (k) redt1.0: recelving side

3: Transport Layer 3a13

Rdt2.0: channel with bit errors

r underlying channel may flip bits in packet
m recall: UDP checksum to detect bit errors
r the question: how to recover from errors:

m acknowledgements (ACKs): receiver explicitly tells sender
that pkt received OK

m negative acknowledgements (NAKs): receiver explicitly
tells sender that pkt had errors

m sender retransmits pkt on receipt of NAK
m human scenarios using ACKs, NAKs?
r new mechanisms in rdt 2. 0 (beyond r dt 1. 0):
m error detection
m receiver feedback: control msgs (ACK,NAK) rcvr->sender

3: Transport Layer 3a14
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rdt2.0: FSM specification

it rewirevpkd] &8
compt{revpkt]
roif_send(daita) udt send[NACK)
compute checksum
make pit{sndpkt, data, checksum]
udt_send{sndpkt)

-~ rclt rewvreviokd)
B& isNACKIrevpkt

udt send{sndpkt]

ld1ii¢'~f[f'-’3‘-'ﬁ*'~'f? it rovirovpkd] &d&
Bt sACKrovpkd] noteanupt{ievekt)

exfractirovpkt data)
deliver data(data)
udt_send{ACK]

sender FSM receiver FSM

3: Transport Layer 3a15

rdt2.0: in action (no errors)

it rewirevpkd] &&
carmupt{revpid]
send d;]“g. I
rdii_send(dcita) udt send(NACK)
compute checksum
make pEtsndpkt data, checksum]
gt send(snd

ld1iiQV[fC‘-'F3*~T? it rovinovpkl] &&
& sACKowEE) netcomupt{reviekd)

exfracticvpkt data)
deliver data(data)
udt_send{ACK]

sender FSM receiver FSM

3: Transport Layer 3a16
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rdt2.0: in action (error scenario)

it rewirevpkd] &8
comuptrevpkt]

rdif_send(daita) Ldt sendNACK)
compoute checksum -

make pitsndpkt, data,_cheClsum]

ot _send(sndokt

it rew(reviid)
B & isMACKIrowpkt]

udi_send{zndpk]

rdt_reviovekl) it rovircvpkt] &&
B jsACKICyREt) noteoiuptrevikt)
exfractirovpkt data)
deliver data(data)
udt send{ACK)]
sender FSM receiver FSM

3: Transport Layer 3a17

rdt2.0 has a fatal flaw!

What happens if Handling duplicates:
ACK/NAK corrupted? r sender adds sequence
r sender doesnt know what number to each pkt
happened at receiver! r sender retransmits current
r sant just retransmit: pkt if ACK/NAK garbled
possible duplicate r receiver discards (doesnt
deliver up) duplicate pkt
What to do?
r sender ACKs/NAKs .
receivers ACK/NAK? What stop and wait
if sender ACK/NAK lost? Sender sends one packet,
. L then waits for receiver
r retransmit, but this might response

cause retransmission of
correctly received pkt!

3: Transport Layer 3a18
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rdt2.1: sender, handles garbled ACK/NAKs

et nowroviokd]
&8 rotcomupt(rovokl)
B AT Kirvkd]

it revrievpkd) Sl
| rearupatiicveks] | |
isMAKrcwpld) |

wedt sandisrokd]

il sandidaial

L'.‘i'."l"l'lpl_-‘E' chksum
ke pidisreient, O okt chksum)
i send(sndpkl]

it rcvirovpkt] Bl
[ el vpr] |

il isAKeviskl ]
ACK o udt serdlsncpkl]
[t \ -
8]
et ikt
EE rotcoruphewski]
Bl isACKInowikd|

rdt send|data]

compuie chksum

rrcike_ plsrcokt, 1 clolo, chksum)
Lt send{sndpkt]

3: Transport Layer 3a19

rdt2.1: receiver, handles garbled ACK/NAKs

it revrcvpil)
BB comuphiovk|

computa chisum
make pkhlsndplt MAK o
udt sencisrdokd]

it icvireviakl]
&& notcomuptincupkd]
B hos saa | (fevikd]

compuie chksum
mecke pitisndpkl ACK. chksum)
uclt gencdsnclk]

b revirswpld]
&% notcomptiovpkd)
& has seal(rswoikl)

axhoc ekl dota)
deln-E!_Idma[csn‘-‘al
compale chisum
| radt ookt
moke pkisendokt ACK chksum)| ST ComUptrevI)
comgate chiksum
rmake i sncpkl MAK, chigum)
ucht semd{andpkd)

1t ekt
&8 notcomuphincvoki]
&8 has seqlicvekt]

compute chksum

maka_ picsndpkl ACK.chksum)
uck send|sndpk]

el pCvircakt]

BB notcomuptincviokt]
atichincwpkl dorta)
cleliver_ddlaldala)
compute chksam
ke pkijsendoktACK, chksum)
udt_send[sndpkl)

3: Transport Layer 3a20
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rdt2.1: discussion

Sender:

r seq # added to pkt

r two seq. #% (0,1) will
suffice. Why?

r must check if received
ACK/NAK corrupted

r twice as many states

m state must “remember”
whether “current” pkt
has O or 1 seq. #

r

Receiver:

must check if received

packet is duplicate

m state indicates whether
0 or 1 is expected pkt
seq #

note: receiver can not

know if its last

ACK/NAK received OK

at sender

3: Transport Layer 3a21

rdt2.2: a NAK-free protocol

r same functionality as
rdt2.1, using NAKs only

r instead of NAK,
receiver sends ACK for
last pkt received OK

m receiver must explicitly
include seq # of pkt
being ACKed

r duplicate ACK at
sender results in same
action as NAK:
retransmit current pkt

il sencldea)

sender
FSM

compube chksum
make_pklisndpkt 0, data,chisum]
udl send{sredpk

et _revinc ks B
| eownlirevekl)
s Kimwpid 1)

3: Transport Layer 3a22
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rdt3.0: channels with errors and loss

New assumption:
underlying channel can
also lose packets (data
or ACKSs)

m checksum, seq. #, ACKs,
retransmissions will be
of help, but not enough

Q: how to deal with loss?

m sender waits until
certain data or ACK
lost, then retransmits

m yuck: drawbacks?

Approach: sender waits
“reasonable” amount of
time for ACK

r retransmits if no ACK
received in this time

r if pkt (or ACK) just delayed
(not lost):

m retransmission will be
duplicate, but use of seq.
#7% already handles this

m receiver must specify seq
# of pkt being ACKed

r requires countdown timer

3: Transport Layer 3a23

rdt3.0 sender

[F= TR
B& rahoomu pircypi
B KT EE]L T

Aot

[V T e B
AR

-"-;. ] ot sercicaa)
T
e e =g ] r
r et B

ot _rovircvpss B
foomupd{rovpit) ||
B R ekt 13 )

timecud

wet_sarckisndokt)
shar_dmeal

el _rerwincupkt
‘\ﬁ nalr (¥ o L 4 0]
S BAk Sypd 00

e _row ekt

P Ly
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rdt3.0 in action

sender recaiver

sender recetver
e = g

ol sand pkdd fov Dk

sen phdl "—-l\;k__* -
A E&D:I‘SEKD ACK - seancl ACKD
reew ACKID e cy MCI-E_rD '
et P senct okt At
st okt ok \_\‘[Inmj

e okl
serd ATKT
KT ’
sz pii0 tirncul i
v okt fesand i | "‘\—.._'___* I
i ey ikt
send AMCRD : serid ACK]
evACH
send pkii
[a) operation with no loss o kil
aemd ACKD
(k) lost packet
3: Transport Layer 3a25
sanche reahe sandar recaher
send pikio sy . Bk g
nd pi --‘“-—.6___’_ v kil send pkiu ‘--‘-‘-—.__* 1ov pRID
ACH - serd ACKD ACK - send ACKD
oy AR ' Foy ACED
zand pidl per sand pkh
\ oy Ekﬂ iy pk-;
sand ACK] sand ACK]
tirrednd
firruaciil resend ikt
resend pk v ekt v kit
[Defect duplicatas] 1eACK [aetec] duplicabe)
ACK] send ACK] san phil send ACK]
Tl =
oy kil
serdd il =t
e padl send ACKD
send ACKO
(=) lost ACK (] premature timeout
3: Transport Layer 3a26




COSC 4377, Fall 2000 - Chapter 3a 10/10/(

Performance of rdt3.0

r rdt3.0 works, but performance stinks
r example: 1 Gbps link, 15 ms e-e prop. delay, 1KB packet:

8kb/pkt

Ttransmit: 10**9 b/sec = 8 microsec

fraction of time _ 8 microsec

= sender busy sending~ 30.016 msec _ 000

Utilization=U

m 1KB pkt every 30 msec -> 33kB/sec thruput over 1 Gbps link
m network protocol limits use of physical resources!

3: Transport Layer 3a27

Pipelined protocols

Pipelining: sender allows multiple, “in-flight”, yet-to-
be-acknowledged pkts
m range of sequence numbers must be increased
m buffering at sender and/or receiver

o) o slop-and-wal prolocod in openation b o pipelred protocal n operabon

r Two generic forms of pipelined protocols: go-Back-N,
selective repeat

3: Transport Layer 3a28
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Go-Back-N

Sender:
r k-bit seq # in pkt header

send_base  nexfsegnum

1T RSB TTTTTbonn

. window size—*
M

r timer for each in-flight pkt

r “window” of up to N, consecutive unacktd pkts allowed

clreacy wsable, not
cck'ed yet sent
i‘f:: Lpﬁed [I not usable

r ACK(n): ACKs all pkts up to, including seq # n - “cumulative ACK”
m may deceive duplicate ACKs (see receiver)

rtimeout(n): retransmit pkt n and all higher seq # pkts in window

3: Transport Layer 3a29

GBN: sender extended FSM

rait_sendidata)

if (nestsacnum < bosssM: |
compute chksum

if {base == nextssgnum)
shcirt_tirnear
naxfsaqnum = naxtsegrum + 1

Lt
refuse_clata{calia)

et _rewince Pkt Bl reteoauptircvpkt] : :

o = gatacknumireeréd)+ |
if (ose == reehsesonurmd
S0 Timed
i
ghaart_firmes

make plsndpkiinedhsegnum)) nesisagrum data chkaem)
Lt _sendisndpkhinsxtsagnum]}

trneaut

start_timies
udt_send(enapiiboe)
udh_senciindpki{base+1)

uedt_sere sk nelsegrume 1)

3: Transport Layer 3a30
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GBN: receiver extended FSM

defoult

udt_send{sndpkt}

radt_rowirovipk &b

natcormipt{revokd) &&
hassearumirevpkt expectadsegrurm)

extroctirovpkt.data)
deliver_datoidoio)

rncke,_pkisndokt ACK expectedsegrunm]

receiver simple:

pkt with highest in-order seq #
m may generate duplicate ACKs
m need only remember expect edseqnum

r out-of-order pkt:

m ACK pkt with highest in-order seq #

udt_send(sndpl}

r ACK-only: always send ACK for correctly-received

m discard (dont buffer) -> no receiver buffering!

3: Transport Layer 3a31

G B N | n sender receiear
- . send pkiQ \—\
rey okl
action send pkt send ACKD
> sendpk2 —_ (s’ /R ek
send pktl
(wait) rov pktd, discord
/ send ACK]
row ACKD
send pktd
rey ACK] rev plktd, discord
BEpfbarit —— & sndA]
rov pkts, discard
— okt ’rirge?d% i oy ACE]
saend p \\_*
seng p;ﬂi \—‘ rov pkt2, deliver
send p sarc] ACK
send pkts rey pktd, deliver
\ send ACKS3

3: Transport Layer 3a32
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Selective Repeat

r receiver individually acknowledges all correctly
received pkts

m buffers pkts, as needed, for eventual in-order delivery
to upper layer

r sender only resends pkts for which ACK not
received
m sender timer for each unACKed pkt
r sender window
m N consecutive seq #3%
m again limits seq #s of sent, unACKed pkts

3: Transport Layer 3a33

Selective repeat: sender, receiver windows

senc base  nexfmeqnum

alrecidy uscible, not
¥ . r ack’ed yet sent
0T | e ] e
t whdowsze—4
i N

(a1} sender view of saguence numbers

acceptable
(buffered) but ¥ rithin window)
dlready ack’ed

NI [z [

t indowsze 4
N

I out of ordear

rov_base

() receier view of sequence numibers

3: Transport Layer 3a34
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Selective repeat

—sender
data from above :

r if next available seq # in

window, send pkt

timeout(n):

r resend pkt n, restart timer
ACK(n) in [sendbasesendbase+N]:
r mark pkt n as received

r if n smallest unACKed pkt,
advance window base to
next unACKed seq #

— receiver

PKt N in [rcvbase, rcvbase+N-1]

r send ACK(n)

r out-of-order: buffer

r in-order: deliver (also
deliver buffered, in-order
pkts), advance window to
next not-yet-received pkt

pKt n in [rcvbase-N,rcvbase-1]

r  ACK(n)

otherwise:

r ignore

3: Transport Layer 3a35

Selective repeat in action

pktd sart
4546780
Pkl 1 sant
4
pkt2 sent
ETZ5]46678% mmp
pkt3 sant, window full

[z gasevas

ACKD rovd, okl s
0 &78%

678 ¢

n

phd2 timacut, pkiZ resant

ffizadlserasn
AW revd, oS sant
0 1[23 258 789

et reved, delivered, ACKD sant
0 E&T AT

it rewd, deliverad, ACKT sent

Pt rewd, buffared, ACKS sant
| FENE: -

pktd rova, buffered, ACKA sent
o1 6789

phdZ rovd, cafiver pkts 2, 5.4
A S sent

0125 9
pkth revd, daliversd, ACKS sant

0123458789

3: Transport Layer 3a36
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Selective repeat:

recaiver wirid o

{after receipt)

sender window

after receipt b

dilemma

Example:
r seq#%:0,1,2,3
r window size=3

r receiver sees no
difference in two
scenarios!

r incorrectly passes
duplicate data as new
in (a)

Q: what relationship
between seq # size
and window size?

timenut
rafransmit phil
5 P Tt

ER RS- — receive packet

with saq rumber

receiver windos
{atter receipl)

sender windaw

after re::mgt‘:
3

=

CED
101 01 12
LS P
12301 Kznl:anl;
af[iz3] 1
o1z 3ch

recaive packet
with sag numbsar 9

(b}
3: Transport Layer 3a37
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