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Abstract. A new evaluation method is presented that employs cut sequence set
(CSS) to analyze fault trees. A cut sequence is a set of basic events that fail in a
specific order that can induce top event. CSS is the aggregate of all the cut
sequences in a fault tree. The paper continues its former researches on CSS and
uses CSS, composed of sequential failure expressions (SFE), to represent the
occurrence of top event. According to the time relationships among the events
in each SFE, SFE can be evaluated by different multi-integration formulas, and
then the occurrence probability of top event can be obtained by summing up all
the evaluation results of SFE. Approximate approaches are also put forward to
simplify computation. At last, an example is used to illustrate the applications
of CSS quantification. CSS and its quantification provide a new and compact
approach to evaluate fault trees.

1 Introduction

Since the first use in 1960s, fault tree analysis has been widely accepted by reliability
engineers and researchers for its advantages of compact structure and integrated
analyzing methods. There have been many methods developed for the evaluation of
fault trees (FT) [1]. With the development of computer technology, former static fault
tree (SFT) analysis is not applicable to some new situations, because SFT can not
handle the systems that are characterized by dynamic behaviors, Hence, Dugan et al
[2] introduced some new dynamic gates, such as FDEP, CSP, PAND and SEQ gates,
and put forward dynamic fault trees (DFT) to analyze dynamic systems. In DFT, top
event relies on not only the combination of basic events, but also on their occurrence
order. The dynamic behaviors bring the difficulty to evaluate DFT.

Fussell et al [3] firstly analyzed the sequential logic of PAND gate, where they
provided a quantitive method for PAND gate with no repair mechanism.

Tang et al [4] introduced sequential failures into the traditional minimal cut set for
DFT analysis, and provided the concept of minimal cut sequence. Minimal cut
sequence is the minimal failure sequence that causes the occurrence of top event, and
it is the extension of minimal cut set. However, [4] did not indicate how to extend
minimal cut set to minimal cut sequence and did not make quantitive analysis.

Long et al [5] compared Fussell’s method [3] with Markov model, and got the
same result for PAND gate with three inputs. Then, in [6], Long et al presented the
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concept of sequential failure logic (SFL) and its probability model (SFLM), by which
the reliability of repairable dynamic systems are evaluated by multi-integration.
SFLM reveals the thought that dynamic systems can be translated into SFL, but it
does not provide an integrated method to solve general DFT.

Amari et al [7] introduced an efficient method to evaluate DFT considering
sequence failures. However, in the processes to evaluate spare gates, the method has
to employ Markov model which will confront the problem of state explosion.

Our earlier work [8] indicated that cut sequence is intuitive to express the
sequential failure behavior, and that it is an applicable way to make reliability
analysis using cut sequence. So, in [8], we provided an integrated algorithm, named
CSSA, to generate the cut sequence set (CSS), the aggregate of all cut sequences in
DFT. This paper will continue our research and focuses on the quantification of CSS
based on the analysis of SFLM. The purpose of the paper is to provide a new and
compact quantification approach to calculate the reliability of dynamic systems.

Section 2 of this paper provides some concepts. Section 3 introduces the generation
of CSS briefly. The quantification of CSS is detailed in section 4. In section 5, an
example is used to illustrate our approach. And the conclusion is made in section 6.

2 Background and Concepts

2.1 Notation

X; an input to SFL.

Ay, the failure rate of x;.

Hy, the repair rate of x;.

T the duration of x; in operation state.

7 the duration of x; in warm standby state.

F(r) the probability that top event occurs at time .

o the dormancy factor of warm standby component, and O<a<1.

f. (  the failure probability density of x; in operation state.

f. (0  the failure probability density of x; in warm standby state.

2.2 Dynamic Fault Trees

Using dynamic gates, DFT obtain the ability to describe dynamic systems in a more
feasible and flexible way. Fig. 1 shows the symbols of dynamic gates.

PAND gate is an extension of AND gate. Its input events must occur in a specific
order. For example, if a PAND gate has two inputs, A and B, the output of the gate is
true if:

e Both A and B have occurred, and
e A occurred before B.
FDEP gate has tree types of events:
e A trigger event: it is either a basic event or the output of another gate in the tree.
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Fig. 1. Dynamic gates used in DFT

¢ A non-dependent output: it reflects the status of the trigger event.
e One or more dependent events: they functionally rely on the trigger event, which
means that they will become inaccessible or unusable if the trigger event occurs.

CSP gate has a primary input and one or more alternate inputs. All inputs are basic
events. The primary input is the one that is initially powered on, and the alternate
input(s) specify the components that are used as the cold spare unit of the primary
unit. The output of CSP gate becomes true if all inputs occur.

WSP gate is similar to CSP gate except that the alternate units in a WSP gate can
fail independently before primary active unit.

SEQ gate forces events to occur in a particular order. The output of SEQ gate does
not occur until all its inputs has occurred in the left-to-right order in which they
appear under the gate. SEQ gate can be contrasted with PAND gate in that the inputs
in PAND gate can occur in any order, whereas SEQ gate allows the events to occur
only in a specified order. All the inputs, except the first one, of SEQ gate must be
basic events, so, if the first input is a basic event, SEQ gate is the same to CSP gate.

2.3 Sequential Failure Logic Model

In SFLM [6], SFL is used to describe the failure relation among events. SFL is a
qualitative expression of PAND gate. For example, if the inputs of SFL are xy, x,, ...,
X,, respectively, the output will occur when xi, x», ..., x, fail in a fixed sequence. If x;
fails at time 7,, and x, fails at time 1, ..., x, fails at time 7,, where 7,<1,<...<t,, the
output of SFL will occur at 7,. If x; fails after x;, where i < j, output will not occur.

Long et al used the following formula to provide the probability that the output of
SFL occurs at time

FO=[[ ], Fy@)f @) fy @)drde, d M
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In formula (1), the multi-integration implies the probability that inputs remain in
failed states after their failing in a particular sequence, and that the sequences by
which the occurrence of the output is not generated are excluded.

In this paper, we suppose that components and system can not be repaired, and that
7, is independent to 7;. Besides, we suppose that components are exponentially
distributed, then, the failure probability density function of x; in operation state is

fo (1) =4y, ¢ M, and the failure probability density function of x; in warm standby

state is fo (D)= AXie—ax,»/lx,»t‘

3 Generation of CSS

Using dynamic gates, DFT gain the ability to describe dynamic systems in a more
feasible and flexible way (refer to [2] for more information about DFT). The top event
of DFT depends not only on the combination of basic events, but also on the failure
sequence of basic events. Tang et al expended the concept of minimal cut set for static
fault trees, and provided the concept of minimal cut sequence for DFT [4]. Compared
to cut set, which does not consider the sequences among basic events, cut sequence is
a basic event sequence that can result in the occurrence of top event in DFT. For
example, cut sequence {A->B} means that top event will occur if event A fails before
event B.

Therefore, the top event of DFT can be described in a format composed of basic
events and their sequential relations. In [8], we defined a new symbol, sequential
failure symbol (SFS) “—”, to express the failure sequence of events.

Connecting two events, SFS indicates that the left event fails before the right event.
SES and its two events constitute sequential failure expression, SFE, such as A—B,
where A and B can be basic events or their combination. Several events can be
chained by SFS. For example, A—B—C indicates that A, B and C fail according to
their positions in the expression, namely, A fails first, B fails next, and C fails last.

Using SFS, the top event of DFT can be expressed by SFE, which are actually cut
sequences. And all the cut sequences constitute the CSS. If there are more than one
cut sequences, CSS can be expressed by the logic OR of some SFE.

For the AND gate that has n inputs, n! SFE can be obtained. For example, if the
structure function of a fault tree is @ = ABC, it has 3! = 6 SFE, namely

CSS={(A-B—->C)U(A—>C—->B)UB—->A->C)uU

(B>C—>A)uUu(C>A->BuU(C—->B-A)} 2

It is relatively simpler to get the CSS of a PAND gate, since we can use SFS to
connect its inputs according to their sequence. For example, if a fault tree has the
structure function @ = A PAND B PAND C, its CSS is {A—B—C}.

The CSS generation for FDEP gates needs to be considered carefully, since it
depends on two conditions, i.e., the condition that trigger event occurs and the
condition that trigger event does not occur. Let E; denote the trigger event of a FDEP
gate. If E| occurs, this means that all its dependent events are forced to occur. In this



Quantification of Cut Sequence Set for Fault Tree Analysis 759

condition, we can analyze the fault tree and get one or more result SFE, which are
denoted by E,. If E; does not occur, we can also get one or more SFE in the new
condition, which is denoted by Ej. Then, the CSS of the fault tree is (E;NE,) U E;.

In order to get the CSS of CSP gate, a new expression is needed, i.e., {p. (B
means that B is a cold spare unit of A, and that B does not start to work until A fails.
The failure rate of B is zero before A fails. We can use A— {B to express the failure
relation between A and B, where B is a cold spare unit of A.

WSP gate is similar to CSP gate except that the alternate units in a WSP gate can
fail independently before primary active unit. In order to show this kind of relation,
additional two concepts are used: ¥B and *B.

e %p means that B is a warm spare unit of A, and that B do not turn to operate until
A fails. The dormancy factor of B is a, which means that the failure rate of B is a
times to its normal failure rate before A fails.

e “B means that B fails independently and its dormancy factor is o before B fails.

Using the above two symbols, we can write down the SFE that express the
dynamic behavior of WSP gate.

The detailed procedures about the CSS generation can be found in [8], where an
integrated study of generating CSS for DFT is discussed.

4 Quantification of CSS

In this section, we will apply the analysis method about SFL introduced in [6] to SFE,
and obtain a quantitive model for CSS.

Now that CSS is expressed by SFE, we can compute the occurrence probability of
top event using the following formula:

Pr(CSS) = Pr(SFE; U SFE, ---SFE,,)

_ 3
= > Pr(SFE;)- Zj‘<j:2Pr(SFE,- ASFE j)+++(~1)"" Pr(SFE| " SFE, -+ SFE,) 3)

Each term of formula (3) can be decomposed recursively into one or several SFE.
And eventually, the formula comes down to compute the probability of SFE set.

4.1 Quantification of Normal SFE

For AND, SEQ and PAND gates, their SFE can be expressed using SFE=
X1—X—...—X,, the occurrence probability of which is

ORIN I Ef (@M, dn = [[L [ 0.0 5T, d, )

where

JURRERSES | VRS (5)
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Proof: SFE=x,—x;—...—x, means that x; fails after x; but before x;, where
1<i<j<k<n. If x; fails at time 7; (0<7,<f), we have 7,<t;,;<t. Therefore, the occurrence
probability of SFE is

F@)=Pr{0<7 <t,71 <7y <t,--,T,_1 <T, <t} (6)
From the conditional probability function, we have
F(t)y="Pr{r,<7,<tl7, ,<7,<t,---0<7 <t}

Pr{z, , <7, <tlt, 3<7T, 5 <t,--,0<7 <t}-...- 7
Pr{r) <7, <t10<7 <t} -Pr{O< 7 <t}

Since
t
Pr{0<7; <1} :jofxl (1))d7
Pri{z;_; <7; <tl7;_p <7;_1 <t,..0<7 <t}=Pr{7;_| <7, <tl7,_5 <7;_1 <t} (%)
t
= L fr, (T)dT;
i-1

we have the final expression:

F@)=Pr{r, <7,<tl7, <7, <t}-Pr{r, , <7, <tl7, 3<7, <t}
o Pr{r <7, <t10<7 <t}-Pr{0< 7 <1t}

= ...(ZI;] ’ ”J.;n?] HZ:] ka (t)d7,dT,---dT

€))

If the event number is large, the evaluation of formula (4) is difficult to perform.
Then, we can turn to an approximate way that divides time ¢ into M intervals and use
h=t/M as the integration step (just like Amari’s approach [7]). The result is

M M M M
F)=3 (3 (3 ¢ Y00 ish,,i,hh")) (10
i=liy=ip iy=iy =i,

4.2 Quantification of SFE for CSP Gates

For CSP gates, the SFE is XI_G?’Q =

n

0, , the occurrence probability of which is
—1 n

F(I) _ .[(I)J-(;—z'l J-(I)—TI—TZ B .J'(;—fl—fz—-.—f,rl HZ:I ka (Tk )dTndTn—l .. 'dTl

LT (T (T T,
_.[O N .[0 J.() Q(TI’TQ""’Tn)dTndTI 1 "'dTl

(1)

Proof: , ? Xy = 0y, means that x;,; does not start to work until x; fails (1<i<n).

X -
Therefore, the occurrence probability of SFE can be represented by
F()=Pr{ty+1y +---7, <t} (12)
The probability can be computed by convolution function, which is

Foy= [f Tliafs @ (13)

n
ro TSt
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The integral region is below the n-dimension hyperplane of ¥7_ 7 =. The iterated
integral form is

t—7) (t— Tl szj-t—rl—rz—---—r,,_l

Fo-f; ;

HZ=1 ka (1)d7,dT, 1---d7 (14)

Thereby, we prove the formula (11). The approximation of formula (11) is

M—iy M—ij—iy M—ij—iy—-—i,

F<t>~Z<Z< Yo Y (T Fa R )
1_1 =1 3=l i,=1 (15)

M M-ip M—i—i, Ml]lz

=>(> Y - ZQ(zlh iph,+,i, A"

i=l i=1 i3=1 i,=1

4.3 Quantification of SFE for WSP Gates

For a WSP gate, its corresponding SFE has two forms, namely,

o (24
SFE=E— j}x— 2x2-~—>x ‘le (16)
ay Ay Xy %y U,
SFE=E—""y;—> gx; == "y, ="y, — M, 17

n—1

E is the trigger event of WSP gate, x; is the component that fails after going to
operation, and y; is the component that fails independently in its warm standby state.
The occurrence probability of SFE (16) is

t—Tp (1= TE 7 1—Tp—T— T, , , ,
Foy=[ [ Iy G@'\1y' - 7,") (18)

xQ(z’E,r] ,Ty)dT,dT, --dTdTg

where

G(r',7p' 7, ) = I fxl(r] )dr]J' E(r,,')drn'

Tt

fry (@ dTy [

+T 4T, (19)

TE T T+ + -+,

= (- 7 @)dn )= [ @) (- ) ", (@)dT,)

Proof: The time relationships of SFE (16) can be expressed by Fig. 2. Therefore, its
occurrence probability can be expressed by

F(t)=Pr{tg +1 +---+7, <t,

! ' ) (20)
T'>TE, Ty >Tp +T,, T, >Tp +7 ++7T,_1}
It easy to get the following probability
Pr{r)'> 1,0y >t +10, 0, >t v+ + T, ) =G( 70 T,) 21

Since the duration in warm standby state for a component is independent to that in
operation state, utilizing formula (11), we have the final equation:
1—Tp (1= TE—Tl I=Tp=f— =Ty Vo '
Fo =[] “[; G(ry'. 1y 7,) 22)
xQ(z’E,r] ,Ty)dT,dT, --dTdTE
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n

L
0= AT AT, T
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TE
J—E g
Fig. 2. Time relationships in SFE = E—>a"E'x1 —>a;21x2 —>f*_21 X,
The approximation of formula (18) is
M M-igp M—ig—ij M—ig—ij——i,, ]
Fy=2 (2 (X 2.G-Q(ighith,--,i,)h" ) (23)
ip=l =1 iy=l i, =1
where
ip igH i
G=(= [y (i’ WA= 3 fr, (')A~ > fy ') (24)

i'=l i'=l i, =l

SFE (17) also derives from WSP gates, where yy, y,, ..., ¥, fail independently and
X1, X2, ..., X, are warm spare units that fail in a fixed sequence. Let ¢;” denote the
duration of y; in warm standby state, then the occurrence probability of SFE (17) is

_ (I (TE (1TETT =TT Ty Vo '
Fo=[[ " ) G5\ 1y +T,)

o o (25)
xQ(tg, 71, 7,)K(01',0,",-+,0,, )dtgdTridty ---dT,
where
T\ +Tp Ty +T, T +Tp , ,
K(O-l"O-Z"'“’o-m'):-[T; "y ("'1')610'1"“](I ] Ly, (@n)doy, (26)

m-1

T, =T, +T,++7T,_, T,
1

o > X,
—' Vm
O-mfl
> Ym-1
T'=17; 7,
| O.v X1
Tﬂ yl
— E
0 » !

1 1 1 1 1 — a, a, a, a, a.
Fig. 3. Time relationships in SFE=_,% S P LT

Xn-1
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Proof: The time relationship among the events in the SFE is shown in Fig. 3.
Therefore, the probability of the SFE can be expressed by

F®)=Pr{tg+7 +--+7, <t,7'>Tg, T, >Tg + T+ + 7,4,

. B (27)
Tp<O01'ST +Tg,,0,1'<0,'<ST, +T, ++7 +7Tg}
It easy to get the following probability
Pr{tgp <o)<t +7g,,0,1'<0,,'ST, +T,_ 1+ + 7 +7Tg} )8
— K(0)',G ) (28)
Therefore, utilizing formula (18), we have the final equation (25).
The approximation of formula (25) is
M M-ip M—ig—i, M—ig—ij——i,_, .
Fy=2 (2 (2 - .G -Qlighyith,-,iyh)- K -h""7)) (29)
ig=l ij=1  iy=l i =1
where
O T o A o
K= > [,k f, (k,mh" (30)
kl :iE km:km—]

For any SFE that describes event sequential failures, it has a general formation like
a, a, o, a, o,
7 22> My 2 E- Ty L«lxl =z )mym_>xn_1xn (3D

We can work out the probability of expression (31) using formula (25), and get its
approximation using formula (29).

5 Case Study

In this section, we will present the quantification processes of CSS using a case
system. The system is named Hypothetical Dynamic System, HDS.

HDS has four components, namely A, B, C and S. We would like to suppose that A,
B and C are power supports of an equipment, and S is a switch that controls C. C is a
cold spare unit that will take over A or B depending on which one fails first. If S fails
before A or B, it will affect C that C can not switch into the system and thus can be
thought failed. However, if S fails after it switches C into the system, it will no longer
influence C. HDS requires at least two power supplies for operation. The fault tree of
HDS is shown in Fig. 4, where FDEP gate indicates that its trigger event, which is the
output of a PAND gate, will suspend C. The output of PAND gate becomes true if S
fails before A or B.

The CSS of HDS is: [8]

CSS={(A— B)u(A—)fC)u(B—n?C)u(B —> AU > AU - B)}
A (32)
={SFE1 USFE2 USFE3 USFE4 USFE5 USFE6}
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Top event

CSP CSP FDEP

© (D
Fig. 4. The fault tree of HDS

The failure probability of HDS can be computed by the following formula:
F(t) =Pr(CSS) = Pr(SFE; USFE, ---SFEg)

6 6 6
=Y Pr(SFE;)~ Y Pr(SFE; NSFE;)+ > Pi(SFE; N SFE; N\SFE;)+ (33)
i=1 i<j=2 T i<j<k=3 '
.--—Pr(SFE, NSFE, ---SFEg)

SFE,, SFE,, SFEs and SFE¢ can be evaluated using formula (10) and SFE, and
SFE; can be evaluated using formula (15).

All intersection results of SFE;,NSFE; are listed in Table 1. The probability of the
SFE can be computed using formula (10), (15) or (29). From the conclusion in [6], we

Table 1. The results of SFE; N SFE;

0 (S>B—A-0)U(A—>S 5B 0)U
(A= B—>,0)v 0 0
SFE; N SFE, 0 SFE, N\ SFEg (A5 4C—>S > B)US >A—>B—>,40)U
(A>Cc - B) 0 0
S —>A->,C>BuUA—>5-,C—>B)
SFE, NSFE;, (A— B—,]C) SFE3;NSFE, (B—>JC - A)UB— A f0)
(8> A—B>JC)UB—S - A C)U

SFE; N"SFE;  Does not exist SFE; NSFE; (B—QC =5 — AU — B— AL 0)U

(S5 B-JC o AUB - S—HC— A)

SFE; N SFE;s (S—>A—B)  SFE;NSFE,4 (S—>B—J0)
A—>S B B—>S A

SFE, A SFE, ~ “ 757 BY spE, A SFE; B=S§=>A0
(S —>A—>B) (S>B—> A

S—>A->BuU

0
SFE, "SFE, ~ (B—A—'C)  SFEsSFEg S B

SFE, \SFEs (S — A— ()
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Table 2. The unreliability of HDS

Time [h] h=10 h=1 Relex
300 0.0592 0.0496 0.0432
600 0.1548 0.1431 0.1395
1000 0.3152 0.2997 0.2947

can ignore the results of the third term and the latter terms in formula (33), because
their values are very small.

Suppose that the components in HDS are exponential distributed and the failure
rates are J4,=45=0.0004, 1-=0.0005, 15=0.0006. We computed formula (33) using
Matlab software given that h=1 and h=10 respectively. As a comparison, we also
evaluated HDS using Relex software [9] that uses Markov model to solve dynamic
gates. The unreliability of HDS for different time ¢ is listed in Table 2. From the
results, we can see that, with the decreasing of #, the evaluation result based on CSS
becomes closer to that based on Markov model.
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