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Abstract

The Maille Authorization protocol provides flexible and
reliable authorization in large distributed and pervasive
computing systems. Service owners distribute their access
control lists across the network using threshold cryptography.
Instances of the distributed service need only verify that
requestors have knowledge of a specific secret provided by the
Maille Authorization system. Requestors use the Maille protocol
to find and retrieve individual parts of the scattered key. Once a
sufficient quorum of nodes holding the key is found, the
requestor can reassemble the key and is authorized. Unlike
extant systems, the Maille Authorization protocol has no single
administrative point of failure and tolerates multiple
simultaneous Byzantine failures.

1. Introduction
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2. Related Work
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3. Authorization Protocols
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3.1. The Maille protocols
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B. Authorization Request Protocol
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C. Authorization Request Propagation Protocol
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D. Authorization Verification Protocol
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4.1. Key Structure
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4.3. Byzantine Failures
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— Average percent of access packets returned for all combinations of parameters. Due to computational time

requirements, the 20 peers, n = 40, simulation runs for networks with 100,000 could never be completed.

Percent Access Packets Returned
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. Percent of access packets successfully retrieved compared to percentage of nodes functioning for networks with
a peering of 20. Results for 5, 10, 20 and 40 total access packets are shown.
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6. Conclusions
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Percent of access packets successfully retrieved compared to percentage of nodes functioning for networks with

a peering of 10. Results for 5, 10, 20 and 40 total access packets are shown.
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Percent of access packets successfully retrieved compared to percentage of nodes functioning for networks with

a peering of 5. Results for 5, 10, 20 and 40 total access packets are shown.
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