Assignment 1: Vulnerability Labs
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COSC 3371
Spring 2026

[1] Objectives: The goal of this assignment is to build your practical understanding of common web
application vulnerabilities by working through guided labs on the PortSwigger Web Security Academy
platform. The best way to learn about vulnerabilities is by trying them. These safe, structured exercises
will help you recognize insecure coding patterns, understand how attackers exploit them, and
strengthen your ability to design and implement more secure systems.

[2] Description: Follow the instructions below. The website will provide plenty of help.

1. Register an account at https://portswigger.net/users/register.

portswigger.net/users/register

Products v | Solutions v | Researci h | Academy | Support v | =

E2 PortSwigger

Create your account

2. Useyour UH email to register.

3. Login using your credentials.

Please enter your email address 1o register.

Email address

Register

Already registered? Click fhere to log in

1 PortSwigger

Order History

My Account
Personal Detals Al Credits EX3
A Your Usage
% YourAlCredits: 0 Access Burp Suie’s advanced Al-powered features
Certificatons.
Y Subscriptons Your Subscriptions

4. Clickon"Academy" in the top right corner. You will see your dashboard.
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£1 PortSwigger

Products Vv | Solutions v

v Al content Vv gl of Fame Vv

New topic: Web cache

deception
Welcome back!

Leam to secure the web one step at

a time, with our practical, interactive

leaming materials. Covering the :

latest research, and completely free Content and labs based on Gotta cache em all

the rules of web cache exploitation, first

Your learning progress

Ready to keep learning? Pick up where you left off, or start a new path ...

PRACTITIONER

SQL Injection

View progress >

Your level Level progress

) Solve 57 more labs
Ne

to become an s

apprentice
PP Apprentice Practitioner

See where you rank
Check out our Hall of Fame Vulnerability labs

Hall of Fame high flyers

Read three of our user joumneys

Find your next topic

View all topics
e L ops Exam preparation steps

The labs you choose to complete must be "Practitiones” level or higher.
Your certifications

m You're not ready to

5. Find "Vulnerability labs" on your dashboard and click the "VIEW ALL" button.
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E2 PortSwigger

Products v | Soluions v | Research

Academy | Support v | =

SQL injection
Cross-site scripting
Cross-site request forgery (CSRF)

Ciickjacking
DOM-based vuinerabilties

Cross-origin resource sharing
(CORS)

XML external entity (XXE) injection

Server-side request forgery
(SSRF)

HTTP request smuggiing
0S command injection
Server-side template injection

WebSockets
Web cache poisoning
Insecure deserialization
Information disclosure
Business logic vulnerabiliies
HTTP Host header attacks
File upload vulnerabiliies
wr

Essential skils

Prototype pollution

GraphQL API vuinerabilities
Race conditions

NoSQL injection

Dashboard  Leamingpaths  Latesttopics v All content v Hall of Fame v Getstated  Getcertified v

urity Academy > All labs

All labs

Mystery lab challenge

Try solving a random lab with the titie and description hidden. As you'll have no prior knowiedge of the
type of vulnerability that you need to find and exploit, this is great for practicing recon and analysis.

Take me to the mystery lab challenge >

SQL injection

SQL injection vulnerability in WHERE clause allowing retrieval of
hidden data >

AB
SQL injection vulnerability allowing login bypass 2
SQL injection attack, querying the database type and version on Oracle
>

D
SQL injection attack, querying the database type and version on Not solved

MySQL and Microsoft >

jection attack, listing the database contents on non-Oracle Not solved

databases >

Track your progress

(D)

Vuinerability labs:

Solve 57 more labs to
become an apprentie

$

Find vulnerabilities
using Burp Suite

All the labs are on the left side of the topic list. You're encouraged to practice with all of them. Each
topic's labs have different difficulty levels, so you can start with the easiest.
You will find information about this lab and explanations of the key concepts in each lab. If you are
stuck somewhere, don't panic! You can always find community support.

k4 PortSwigger

Products v | Solutions v | Research | Academy

Support v | =

< Backto all topics.
Whatis XSS?

How does XSS work?
Impact of an attack
Proof of concept
Testing

Reflected XSS
Stored XSS
DOM-based XSS
XSS contexts

Exploting XSS vuinerabilities
Dangling markup injection
Content security policy (CSP)
Preventing XSS attacks
Cheat sheet

View all XSS labs

Dashboard  Leamingpaths  Latesttopics v  Allcontent v  HallofFame “  Getstarted  Getcerified

o
3

urity Academy > Cross- M-based > Lab

Lab: DOM XSS in innerHTML sink using source

location. search

Solved

This lab contains a DOM-based cross-site scripting vulnerability in the search blog functionality. It uses an
assignment, which changes the HTML contents of a div element, using data from

To solve this lab, perform a cross-site scripting attack that calls the alexrt function

© Solution

I Q Community solutions I

8. We pick up the following topics. Here are the required labs:
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s

Find XSS

vulnerabilities using
Burp Suite




[3]

Lab topics
1 | SQLinjection Top 2
2 | Cross-site Scripting Top 6
3 | Cross-site request forgery (CSRF) Top 1
4 | Clickjacking Top 3
5 | HTTP request smuggling Top 1
6 | OS command injection Top 1
7 | Access Control Vulnerabilities Top 5
8 | Authentication Top 3
9 | File upload vulnerabilities Top 2
10 | Information Disclosure Top 3 (optional)
11 | OAuth Authentication Top 1 (optional)
12 | Web LLM attacks Top 1 (optional)
Total 29 labs

[4] Deadline: 11:59 pm, Monday, April 27, 2026.
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Your learning progress

NEW!

PRACTITIONER
API testing

View progress < RESUME >

Your level Level progress

-~
Solve 52 more labs 4
to become an T
apprentice.

Apprentice

Ready to keep learning? Pick up where you left off, or start a new path ...

PRACTITIONER
SQL injection

View progress 2

of 171

Practitioner

If you find these labs too easy, try more advanced blue-labeled "Practitioner"” or purple-labeled
"Expert" labs. Have fun! !

Submission: Write a report summarizing the work you did for each lab topic. You are welcome to do
more than what is required. In that case, please include a description of the work you completed.
You are encouraged to suggest labs you find important or interesting. The instructor is seeking input
for future classes. Please submit a short report (about one page), screenshots of your completed
required lab topics, and your dashboard showing your progress bar. Save all your screenshots in a
single file, convert it to a PDF, and upload it to Canvas. The upload instructions will be posted on the
class website. The instructor may ask you to show your work on the website. Have fun!un!

VIEW ALL PATHS

RESUME >
J



