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Abstract

Aiming to increase throughput in Wireless Networks, such as in Wireless Sensor Network and the Internet of Things,
platforms emerged in which devices have two radios, and also data transfer protocols that prioritize maximum throughput
and energy efficiency, using two different paths simultaneously. The usage of dual radios allowed simultaneous trans-
missions between wireless devices, which, besides increasing network throughput, can also improve network stability,
delivery rate, transmission cost, and energy consumption per transmitted byte. However, one path may be much longer than
the other, causing high latency. First, in this work, we present the problem formulation to find two disjoint paths with the
same parity size for platforms with two heterogeneous radios to reach the network maximum flow, while also minimizing
the longest path, which reduces latency. Second, we show that the problem is NP-Complete. Next, we present a solution
based on integer linear programming. Moreover, we tested the solution on almost 5,700 instances obtained from an actual
testbed and the results show a reduction in latency while maintaining the high throughput.

Keywords Latency - Dual-path routing - Wireless sensor networks - Dual-radio

1 Introduction

Wireless Networks, such as Wireless Sensor Networks
(WSNs) [1] and the Internet of Things (IoT) [2], are
composed of embedded devices with network capabilities
[3]. Wireless Sensor Networks are usually composed of a
large number of distributed sensor nodes equipped with a
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variety of sensors. Besides having one or more sensors,
each node has a microprocessor and one or more radio
transceivers, which allow elements of a WSN to exchange
data directly with each other, acting as data collectors and
data transmitters in the network. Therefore, WSNs can be
easily implemented and possess great potential in dis-
tributed sensing.

WSNs can be applied in different areas [4], ranging
from the control of an industry assembly line to medical
and biological applications in the human body. This type of
network is also often applied in a natural environment (e.g.
sensors for monitoring fauna and flora, atmospheric con-
ditions, temperature, atmospheric pressure, etc.), security
(e.g. monitoring commercial centers), traffic, and many
other applications in industrial sectors. Therefore, we can
conclude that WSNs are an important technology.

Even though this type of network has many advantages,
it also has some limitations that must be considered. An
important characteristic of WSNss is the great influence of
the environment and of the main goal, which determines
the restrictions imposed on a WSN [5]. However, the
biggest limitations of this type of network are cost and
energy consumption. As it is usually composed of a large
number of sensor nodes, which can reach up to tens of
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thousands of sensor nodes, it is essential to minimize the
cost of each element in the network. As a result, WSNs
usually have a reduced processing and memory capacity.
Energy consumption must be minimized, as well, since
sensor nodes are usually supplied by batteries, which is
why lower power consumption is important to extend a
sensor node’s service life. This aspect is even more rele-
vant in applications whose sensor nodes are not easily
accessed, such as forest applications [4]. At the beginning
of the development of WSNs, these two factors guided
applications of this technology, in which only small
amounts of data were collected. However, nowadays, some
applications that use images, videos, and larger amounts of
data, are being developed and another factor must be taken
into consideration: network throughput.

In the recent past, different wireless networks, such as
the Internet of Things (IoT) and the Internet of Mobile
Things (IoMT) have shown a demand for more throughput
[2]. Underwater optical-acoustic sensor networks could
also benefit from dual radio networks [6]. Aiming to
increase throughput in the network, while still maintaining
power efficiency, there were developed embedded devices
with more than one radio, also known as multi-radio
platforms for WSN [7-10], and for the Internet of Things
(IoT), including: the IoT DevKit-LoRaWAN [11], Multi-
Transceiver consisting of LoRa and ESP8266-Wifi Com-
munication Module [12], Wi-Fi and LoRa radios [13];
Pycom’s FiPy [14], which is a device with multiples radios
for LoRa, Sigfox, WiFi, and Bluetooth; Dual-radio motes,
such as Waspmote [15], OpenMote B [16], and Firefly
[17], which has 2.4 GHz short-range and 920 MHz long-
range radios; Narrowband Internet of Things (NB-IoT) (an
emerging cellular technology) and 802.15.4 for sink nodes
[18].

For this work, we adopted the Opal mote [19], shown in
Fig. 1. It possesses a processor SAM3U Cortex-M3 MCU
of Atmel and two radios, an AT86FR212 that operates in
the 900MHz band and has 10 channels, and an AT86RF231
radio that operates in the 2.4GHz and has 16 channels. As
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Fig. 1 Opal Mote operates with two heterogeneous radios in different
bands. Source: [21]
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each radio operates in a different band, it is possible to
impede interference between the two radios. The usage of
multiple radios allowed simultaneous transmissions
between sensor nodes, which, besides increasing network
throughput, can also improve network stability, delivery
rate, transmission cost, and energy consumption per
transmitted byte. To illustrate, the radios of Opal mote
consume 0.669 and 0.659 pl/bit/m* whereas the CC2420 of
TelosB consumes 11.89 pJ/bit/m? [20]. The gains in energy
consumption of the Opal platform have been demonstrated
with depth in [21]. Besides that, Yin et al. [22] showed that
the ISM band of 900MHz presents better connectivity than
the ISM band of 2.4GHz. Therefore, using two radios also
brings benefits in link quality and connectivity.

Recently, techniques and routing protocols to support
higher throughput were developed for dual radio WSN
platforms, among them FastFoward [23] and Two Paths
[24]. FastForward uses both radios and one path. TwoPaths
improves FastForward throughput by using two disjoint
paths with the same parity size. However, one path may be
too long, which will cause high latency. The work devel-
oped in this paper follows the principle of Two Paths,
which finds two disjoint paths with the same parity, but we
also minimize latency by reducing the longest path.

The main contributions of this paper are: (i) we for-
malize the problem of finding two disjoint paths with the
same parity size and minimizing the longest path and we
prove that the problem is NP-Complete; (ii) we provide an
integer linear programming model that solves the problem;
(iii) we experimented with almost 5,700 instances from a
real-world testbed; (iv) our results demonstrate that the
latency is reduced while maintaining a high throughput.

This paper is organized as follows. Section 2 presents
the Related Work. Section 3 formalizes the problem defi-
nition and its complexity. Section 4 details the Integer
Linear Programming Model. In Sect. 5, we explain the
model. Section 6 brings the experiments and results.
Finally, Sect. 7 concludes the paper.

2 Related work

Multiple path systems have been studied in Mesh networks
[25-27], but they assume homogeneous radios, and not
heterogeneous as in this work, as consequence, they do not
need to treat the parity restriction. They also do not use two
different channel ranges.

In the context of platforms with more than one radio, the
first massive data transfer protocol was FastFoward [23].
Figure 2 illustrates how FastFoward works. This protocol
utilizes only one path to transmit data packets from the
source node to the destination node, in a way that relay
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Fig. 2 An example of the radio and channel allocation in dual-radio
networks with only one path protocol, such as FastFoward

nodes receive packets through one radio and, simultane-
ously, transmit through the other radio. To reduce the effect
of interference between transmissions, FastFoward not
only uses two radios in different bands but also alternates
radio channels of the same band. As a consequence, relay
nodes use all of the radio resources, but the source and
destination nodes use only half of the available resources.
To use all the available radio resources Ribeiro et al. cre-
ated the TwoPaths [24] protocol.

In the TwoPaths protocol, as in other traditional WSNs
protocols, every time the network needs to carry out a mas-
sive data transfer, the protocol is called, then the paths are
computed and only the nodes contained in these paths will
come out of the battery saving mode. Figure 3 illustrates how
TwoPaths works. The source node only transmits data
packets, the destination node only receives packets, and relay
nodes receive and transmit data packets simultaneously
through different radios. Consequently, both radios are used
by all nodes. However, this is only possible when the two
chosen paths are disjoint and have the same parity, other-
wise, bottlenecks would appear in the network, which would
compromise the protocol performance. Figure 4 illustrates a
situation in which the chosen paths have the same parity and
the destination node receives through only one radio, com-
promising the protocol’s efficiency.

Recently, a centralized solution using an integer linear
programming model was developed [28]. The objective of
the model is to find two disjoint paths with the same parity,
minimizing the sum of the costs of the paths. However,
there can exist a long path that leads to increased latency.
Therefore, we worked on maintaining the two disjoint
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Fig. 3 An example of radio allocation in two disjoint paths with the
same parity by the TwoPaths protocol

-
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Fig. 4 An example that shows two disjoint paths, that do not have the
same parity, as a consequence the destination node only receives
through one radio

paths with the same parity size routing while minimizing
latency.

The TwoPaths protocol was implemented using TinyOS
2.1.2 for the Opal platform [21] and tested in a real-world
testbed, in which the protocol was able to reach 96% of the
theoretical limit for the network throughput, doubling the
throughput in comparison to FastFoward. In this paper, we
present a solution that maintains the throughput gain,
doubled in comparison to the FastFoward protocol, and, at
the same time, minimizes the latency by minimizing the
longest path.

Multi-Radio and Multi-Channel Assignment Algorithms
have been explored in the past, for instance, in Maritime
Wireless Mesh Networks [29] or joint optimization of
scheduling and power control in Wireless Networks [30].
Previous work on multi-channel and multi-radio does not
consider dual radio platforms with heterogeneous radios
(e.g. one in each band), as it happens with the Opal mote
platform. This makes the problem different, requiring two
paths with the same parity in size to obtain a better
throughput.

The use of two radios in different bandwidths can
improve throughput. More recently, link aggregation and
variable bandwidth have emerged as solutions to also
improve throughput. Junior et al. [31] propose intra and
inter-flow aggregation in SDN networks. By aggregating
flows, one can achieve higher throughput similar to using
the idea of two radios in parallel. Milanez et al. [32] use
variable bandwidth to improve the network throughout by
allowing more bandwidth to the network bottleneck, pro-
viding the same benefit as the two radio platforms do.
However, they do not develop a latency-minimizing algo-
rithm for two paths in dual-radio platforms as shown here.

3 Problem definition
Given a graph G = (V,E), in which V is a set of vertices

and E is a set of edges, the problem of finding two disjoint
paths with the same parity and with the lowest latency is to
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find two paths P; and P,, beginning in the same source
vertex s and ending in the same destination vertex ¢, with all
relay nodes disjoint, both of the paths with the same parity in
the number of hops, i.e., | mod 2 = |P,| mod 2, and
minimizing the longest path. We call this problem 2Min-
Max-CD-Parity. We clarify that mod g is the modulo
operator, which returns the remainder of the division by ¢, in
this problem, mod 2 returns if a number is even or odd.
The problem here called 2Min-Max-CD, of finding two
disjoint paths to minimize the longest path in graphs with
disjoint vertices, was proven to be NP-Complete [33].
Following, we prove that the problem 2Min-Max-CD-
Parity is NP-Complete reducing from 2Min-Max-CD.

Theorem 1 Given a graph G = (V,E) and s, t € V, it is
NP-Complete to find two simple paths from s to t, with all
relay vertices disjoint and with the same parity size, while
minimizing the longest one.

Proof First, we prove that 2Min-Max-CD-Parity is in NP,
since, in polynomial time, we can verify the solution by
comparing the parity of the number of hops in both paths,
checking if the relay vertices are disjoint and appear no
more than once.

Suppose that we have an algorithm that solves the 2Min-
Max-CD-Parity problem. We can, through a polynomial
reduction, use it to solve 2Min-Max-CD as seen next. We
create a new graph G’ from the original graph adding 2
vertices vy, vy, and edges from all the vertices that connect
to ¢ to vi,v,. An edge from ¢ to vy, v, is also added. The
vertices vi,v, and the edges connected to them were
created so that a solution in G’ does not need to have the
same parity in G. The reduction is illustrated in Fig. 5. If
the algorithm solves 2Min-Max-CD-Parity in G’, then it
finds a solution for 2Min-Max-CD in G. The same way, if
it finds a solution for 2Min-Max-CD in G, this solution
solves 2Min-Max-CD-Parity in G’ using v; or v, to obtain
the same parity if necessary, proving that the problem with
parity is also NP-Complete. O

GI
vl

s@ t

v2

Fig. 5 Reduction between the problem of finding two disjoint paths
minimizing the longest path and the problem of finding two disjoint
paths with the same parity size and minimizing the longest path
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4 The integer linear programming model

Here we present the integer linear programming model,
whose objective is to find two disjoint paths with same
parity size while minimizing the longest path. As a con-
sequence, it reduces the time between the transmission and
the reception of messages sent from the source to the
destination node. Therefore, the solution can obtain a
smaller delay while it maintains throughput.

To create the model we used the following representa-
tion: a directed weighted graph G = (N, A), in which N is
the set of all nodes in the network and A is the set of edges
that represents connections between two nodes. For each
edge (i, j), from i to j, a weight cil j is associated and rep-
resents the cost of transmitting a data packet from the node
i to the node j through radio 1, for the cost of transmitting
through radio 2 there is the weight c .. To each edge, it is

also associated, binary variables represented as follows:
Radio Path 12l 12 22 11
iy i > Kig o Kig o Kigo
equals one if and only if the edge (i,j) belongs to path 1 and

They are: x;’ given that x;}

radio 1 is being used to communicate from i to j, xl-lf equals
1 if and only if the edge (i,j) belongs to path 2 and radio 1
will be used.

S(i) represents the set of nodes that can be directly
accessed (can be accessed through one edge from i) from
the i node, in other words, if (i,j) € A then j € S(i). E(i)
represents the set of nodes from which i can be directly
accessed, in other words, if (j,i) € A then j € E(i).

The source node is called s and the destination node is
called d. We define I as the set of all intermediate nodes
(nodes that are neither the source nor the destination). The
variables r and p, respectively, indicate the radio and the
path associated with a certain edge, as a consequence, r, p
e {1,2}.

The integer linear programming model was imple-
mented using the GMPL language (GNU Mathematical
Programming Language) and solved using the GLPK
(GNU Linear Programming Kit), an open-source tool to
solve linear programming problems. The source code of the
solution is available in a public repository on GitHub.' Any
ILP solver can be used to solve the model.

The Model

minimize

max Z cl]x +c2 xlzjl, Z +cl2]xl2J2)

(ij)eA (ij)eA

subJected to

) Z +x7+x7) =0, ifi=s
/EE

(II)Z xP+xl =1, ifi=spe{12)
JeS(i)

! https://github.com/gabrielsluz/SolucaoMinimizalatencia
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(III)Z X =1,

ifi=s,re {1,2}

Jjes(i)

(IV)Zx +x7 a7 =0, ifi=d
Jjes(i)

(V)Zx Zx”’_o ifielpe {12}
Jjes(i) JEE(i)

(V) Zx Zx“’—o ifi=el,pe {12}
Jjes(i) JEE(i)

DI R o

JEE() JEE(i) JEE(i) JEE(i)
<1, ifi #d
1,1 12 2.1 22
(VI >3+ > 7 = > ) = > a7 =
i,jeA i /‘EA ijEA ijEA
IX) x12 x22 1 a2 e (0,1}

ij lj’ ij lJ

5 Model explanation

The objective function minimizes the longest path, which
is the same as minimizing the sum of the costs of all the
edges that are part of the path. The edges that constitute

Path 1 are indicated by the binary variables xl.ll'j
which are equal to 1 if used in the path. The same happens

to the second path indicated by the binary variables x,ljz and
leJZ

Restrictions (I), (I), and (IIT) define the beginning of the
paths, ensuring that the source node does not receive from
any node and that the paths start with different radios.

Restriction (IV) guarantees the destination node does
not transmit to any other node. While restriction (VIII)
assures that the paths have the same parity, as a conse-
quence the paths end with different radios avoiding a
bottleneck at the destination node.

Restrictions (V) and (VI) coordinate continuity in the
paths, in a way that the paths start from the source node and
can only end at the destination node. These conditions also
guarantee that the radios are alternated on each hop in a
path.

Restriction (VII) ensures that all nodes but the destina-
tion node receive from at most one radio.

Restriction (IX) restates the binary character of the
variables associated with the edges.

6 Experiments and results

The experiments were done using instances created from a
real-world testbed called Twonet [34] which contains 100
sensor nodes of platform Opal, shown in Fig. 1. The test-
bed is composed of 100 Opal Motes, The sensor node is a
platform that has an Atmel’s SAM3U Cortex-M3 MCU

processor and two radios: an AT86FR212 that operates in
the 900MHz band (which has 10 channels), and an
AT86RF231 radio that operates in the 2.4 GHz (which has
16 channels) for IEEE 802.15.4.

Figure 6 shows an illustration of the festbed, each dot in
the image represents a sensor node, and a dot was enlarged
to show a node with two antennas. The festbed occupies
four floors of a building at the University of Houston.

The ITEEE802.15.4 standard only defines and imple-
ments PHY and MAC layers. For testing, we used TCP at
the transport layer. They operate independently on their
respective layers. TCP, at the transport layer, will be
responsible for end-to-end reordering. IEEE802.15.4 radios
just transmit and receive packets. We created one TCP flow
that was splitted into two sub-flows at the MAC layer.

The cost of each link and the network topology was
collected from the festbed in the same way as in [28]. From
the collected topology, instances were obtained by varying
the source and destination nodes, in a way that the topology
is always the same. The metric used for the links cost is the
ratio of the number of packets sent to the number of
packets received, which is the inverse of the packet
delivery rate. The larger the number of packets received,
the smaller the cost, given that the number of packets sent
stays the same. We used a blacklist to remove unsta-
ble links that have PRR below 80% as indicated by [35].

The cost of a path is defined as the sum of the costs of
each link used in the path. Latency is defined as the cost of
the most costly path between two nodes and is the main
metric used in this paper. We also used the total cost of the
solution, which is the sum of the cost of both paths, min-
imizing this metric does not necessarily minimize the
latency of a solution.

The experiments were done in 5,700 instances. We used
the integer linear programming model described in the last
section of this paper. We compared our model with the
integer linear programming model from Two Paths, as it
also builds two disjoint paths with the same parity but
minimizes the total cost.

Fig. 6 Testbed TwoNet com 100 Opal motes
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The models were implemented using the language
GMPL (GNU Mathematical Programming Language) and
solved using GLPK (GNU Linear Programming Kit), an
open-source tool to solve linear programming problems.
The experiments were done in a machine with the fol-
lowing configuration: Ubuntu operating system, x86 64
architecture, Intel(R) Core(TM) i7-4790 CPU with a clock
of 3.60 GHz, 8GB RAM. The model proposed in this paper
will be called “MinLatency” to facilitate the results’
display.

The collected data were: total cost, costs of paths 1 and
2, the difference between the costs of the paths, and the
average time taken to compute the solution for an instance
of the model. To see the difference in the number of hops,
in one experiment the models were modified to minimize
the number of hops instead of the cost. To display the
results we used cumulative distribution functions, which
allow us to analyze large amounts of results. It is important
to note that we refer to the path with the higher cost as the
longest path. The longest path is not used to refer to the one
with more hops, but the one with the highest cost.

Figure 7 shows the frequency of the cost of each path
for the solution that minimizes latency. Figure 8 shows the
same for the TwoPaths solution. In both plots, path number
2 is the path with a higher cost. These plots allow us to
compare the two models concerning the cost of each path
separately. The lines of the MinLatency plot are closer to
each other than the ones of the TwoPaths figure, which
shows that the model reduces the delay between the paths.
The figure also shows that the maximum cost found by
MinLatency, which was 105, is significantly smaller than
the one found by TwoPaths, which was 135.

Figure 9 enables a better analysis of the difference in the
costs of the paths in each instance. The plot shows that
MinLatency obtains a much better balance in path cost and
the worst case is also much lower than TwoPaths. This is

1
0.8 |
0.6
T
[a)
O
0.4 |
0.2 |
Path 1 ——
Path 2 ——
0 . : : . .
0 30 60 90 120 150

Paths costs for MinLatency

Fig. 7 Cost of each path found by MinLatency (proposed)
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Fig. 8 Cost of each path found by TwoPaths (benchmark)

important because big differences between the costs of the
paths imply big differences in latency time for each path.
The figure shows that the line of MinLatency begins higher
and stays higher than the TwoPaths line, showing that its
values are generally lower than the ones on the other line.
The solution that minimizes latency has a larger concen-
tration of values between 0 and 20 than the other model. In
addition, TwoPaths has many results with a difference
higher than 90, achieving more than 120, which means that
it has extreme cases much worse than the ones from
MinLatency.

Figure 10 allows us to observe the behavior of both
models concerning the total cost (sum of the cost of both
paths). Both models achieve very similar results, as lines
overlap in a major part of the plot. We can verify that
TwoPaths obtains better results, as was expected. However,
MinLatency can achieve results close to the model that

1 |
08 |
0.6 |
[T
[a]
(@]
04 |
02 |
TwoPaths —&—
0 MinLatency —A&—
0 30 60 9 120 150

Difference between the paths costs

Fig. 9 Difference between the costs of the paths for each solution,
where MinLatency is our proposed protocol and TwoPaths is the
benchmark
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minimizes the total cost, in other words, it is close to the
optimal solution.

Figure 11 allows us to directly compare the model’s
performance concerning latency. We can verify that the
results are similar but MinLatency can achieve lower
latency than TwoPaths.

Figure 12 displays the results in regards to the cost of
the longest path when all the hops have the same cost,
equal to 1. This scenario is the same as when the models
only consider the number of hops instead of the cost.
Around 85% of the results are the same for both models,
but MinLatency is better as it achieves a better distribution
of results and a lower worst case, equal to 4, in comparison
to TwoPaths, whose worst case is equal to 5 hops.

Figure 13 displays a general view of the solutions con-
sidering the averages of the metrics of throughput and
latency. For some applications, it is better to have higher
throughput and, also, to have a better latency, represented
as the cost of the longest path. FastForward achieves the
lowest latency, as it only uses the shortest path, but it also
has the lowest throughput. The throughput is doubled by
using two paths with the same parity (from 30 kBps to 60
kBps), as happens in the TwoPaths algorithm. The solution
proposed in this paper is able to maintain the throughput
gain achieved by using two paths with the same parity and
to achieve a better latency than TwoPaths.

Table 1 shows the average time taken by GLPK to solve
an instance of each model. We can see that MinLatency
takes significantly more time to compute. This difference
can be explained by the fact that the MinLatency model has
more restrictions than the one that minimizes the total cost,
resulting in a larger input to an integer linear programming
problem and consequently to a much higher computational
cost. Another factor is the high standard deviation in both
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TwoPaths —u—
0 MinLatency
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Total cost

Fig. 10 Total cost, where MinLatency is our proposed protocol and
TwoPaths is the benchmark
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Fig. 11 Cost of the longest path, where MinLatency is our proposed
protocol and TwoPaths is the benchmark
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Fig. 12 Cost of the longest path using the model that only considers
the number of hops, where MinLatency is our proposed protocol and
TwoPaths is the benchmark
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Fig. 13 General view of the solutions
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Table 1 Average time to solve each instance of the models

Model TwoPaths MinLatency
Average 0,1s 6,7 s
Standard deviation 0,3 11,6

models, showing that the time to solve the models is very
sensitive to different inputs.

Different latencies cause packets to be ordered. This is
done at the transport layer, e.g. using TCP.

As it is an exact solution to an NP-Complete, in a real
sensor nodes network with a large number of nodes
approximate solutions may be better suited, as the cost may
become too high. In tests with randomly generated graphs,
the model was tested in topologies of 10 to 1500 nodes,
reaching 75 thousand edges.

It is important to note that the execution time of 6,7 s
passed in a computer that computes the routes outside of
the sensor network, so it does not have any carry-over to
the power consumption of the network nodes. As it was
mentioned in the Introduction section, the gains concerning
the power consumption of the Opal platform were analyzed
in-depth in [21].

Another factor is that, even though we proved that the
problem is NP-Complete, the model was capable of solving
instances of a real testbed with 100 nodes.

A heuristic algorithm could solve the problem in less
time and replace the generic ILP model solver. However,
we still want to know the optimal solution. The ILP model
can give the optimal solution, while the heuristic does not
guarantee that.

7 Conclusion

Using two disjoint paths with the same parity size in dual
heterogeneous radio platforms was recently shown to
double the network throughput, close to achieving the
maximum theoretical network throughput limit. However,
one path could be longer than the other, causing high
latency.

In this paper, we defined the problem of finding two
disjoint paths with the same parity size while minimizing
the latency, which we proved to be NP-Complete. We
presented a solution based on integer linear programming
that allows us to keep the gains of using two radios, dou-
bling throughput, and reducing latency.

The experiments used data from a real testbed in 5,700
instances. The results allowed us to conclude that the
model advances the state-of-the-art in the reduction of
latency, doing so without sacrificing total cost.

@ Springer

For future work, we could develop a routing protocol for
two paths with the same parity minimizing latency that can
be computed by the network sensors themselves. Also to
use network coding to improve network throughput, as in
CodeDrip [36].
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